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Twists and Turns:
Navigating the New Fraud Prevention Norms

Lynne Murphy Breen, Esq.- Senior Underwriting Counsel
Katherine Prifti, Esq.- Regional Underwriting Director 
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Owner Impersonation Scams 

Scams that strip equity in 
property through a sale or 
cash out refinance 

Target: Vacant land  
- Foreign address owner 
- Domestic address owner 

Target: Non-owner-occupied property
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Anatomy of Seller Impersonation
Search 
Public 

Records

Pose as 
Owner

Real Estate 
Agent Lists 

for Sale

Receives 
Offer

Document 
Signing

Sale 
Proceeds

Deed 
Recorded

(AFTER recording, 
fraud is discovered

Actual 
Owner 

Learns of 
Fraud

Contact 
Real Estate 

Agent 

Lawsuit
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  Domestic Owner Impersonation 

Assume it is fraud 
until you prove that it isn’t

‒ Vacant Land

‒ Unencumbered

‒ FSBO

‒ Property listed below market value 

‒ Mail away closing
‒ Will communicate via telephone and 

appear at signings
‒ Use real notary names and fabricate 

new stamps 
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‒  Vacant land 
‒  Unencumbered 
‒  Owner resides outside the U.S.
‒  Only communicates over text or email 
‒  Below market value
‒  Excuse for lack of presence 
‒  Fabricated notarizations
‒  Fabricated Identification
‒  Proceeds wired to SE Asian Countries 

Non-Domestic Owner Impersonation Fraud 
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Slow down if 
Seller…
‒ Quick sale due to “emergency”
‒ Wants a cash buyer
‒ Difficult to reach via phone or video 

call; communicates only via text or 
email

‒ Requests to use own notary
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ALTA Survey 

-783   Title Companies responded 
-28% Title Companies reported at least 
          one attempt in 2023
-19%  Reported attempts in April 2024 



©2024 First American Financial Corporation and/or its affiliates. All rights reserved. NYSE: FAF

This presentation may not be distributed without written permission from First American.

New Trends of the Scam

Referral Sites Hard Money 
Lenders

VPNs Agency
 Impersonation

POA
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Non-
Institutional 
Lenders 

Low friction shortcut 
to the equity 
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Non-institutional Lenders

Twist on Vacant Land Scam

- “Owner” finds hard money lender for 
a cash-out refinance

- May hide real owner behind a Corp
- Will email and talk on the phone
- Appears in-person at closing with 

fake ID 
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Language Fingerprints
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Can you spot the language fingerprints? 
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Spot the 
Language 
Fingerprints 
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Fake 
Escrow 

3 easy steps to mimic agent
- Create email address 
- Copy/Paste signature 
- Open bank account 
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Customer
Connect

- Educate your real estate agent          
customers on the trend

- Encourage direct telephone 
contact at initiation of 
transaction with Title Agent 

- Trust, but Verify 
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Power of Attorney 

Anything in writing that gives power to 
someone to do something with 
property can be fabricated or forged

-  Hire a REAL attorney 

- Use a synthetic person or conspirator 
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Attorneys

Do you have an ethical duty to verify identity of a client? 

- Model Rule of Professional Conduct 1.16

- ABA Formal Opinion 513

- Federal Anti-Money Laundering 
Regulations and Bank Secrecy Act

- FinCen

- F.S. Ch. 896
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Practical 
Application
and Best 
Practices   KYC-like procedures 

- Collect government-issued identification and identifying 
information (name, proof of address, DOB, citizenship and 
occupation)
- Secondary Forms of Identification: SSN, bank statements, 
utility bills 
- Third-Party Identity Verification Vendor
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Power of 
Attorney With a 
Synthetic Person 

Blend of real and fake 
information to create a new fake 
identity 
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Artificial 
Intelligence: 
Deep Fakes 
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AI Language 
Fingerprints
- Language formality

- Verbose

- Redundancy

- Overuse of transition words or phrases

- Generational lexicon

- Emotion-based words
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Voice Synthesis

Collect the 
Voice 

AI feature 
extraction

Train the 
model and GO!  
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AI 
PICTURES
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Video 

- AI Gen video 
 Florida Title & Trust, LLC
- Face Swapping 
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Tips for 
Detecting AI 
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- Language formality

- Verbose

- Redundancy

- Overuse of transition words or phrases

- Generational lexicon

- Emotion-based words

Advanced Tools: 

- Text detection platforms 

- Picture inconsistencies

- Look at the eyes, hands, hair, eyebrows

- Blurry or distorted backgrounds

- Uniform Lighting, Missing Shadows 

- Gaps in background and foreground

Advanced Tools:                          

 - Reverse image search 

- AI Image Detection Platforms 

Language Fingerprints Video Picture Quality  

- Listen for clicks or pauses 

- Interrupt the speaker 

- Ask detail specific questions 

- Ask open-ended questions 

- Use slang or colloquialisms 

- Listen for irregularities, generic     

  responses, lack of fillers 

- Listen for perfection 

- Check caller ID or source 

Advanced Tools: 

- Voice Biometrics 

- Real-time analysis 

Voice 

Is it AI Generated? 

TRUST YOUR HUMAN INTELLIGENCE 

- Ask detail specific questions 

- Ask open-ended questions 

- Request  body movement

- Ask for 360* with camera 

- Watch for glitches or loops

- Look at mouth movement

Advanced Tools:   

 - Video Analysis Tools and Platforms 
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Customer Top Tips

- File report with police, FBI, & Treasury 
Dept.

- Set up a google alert for property address. 
- If your county recorder offers a free 

notification service, sign up! 
- Monitor credit report for any changes to 

credit regarding loans and property. 
- If you are buying a home, select a title 

insurance policy with fraud coverage. If 
you desire enhanced coverage against 
fraud that might occur after you buy your 
home, ask your title company if an ALTA 
Homeowner’s policy is available for 
purchase.
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Fraud stops with us.
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QUESTIONS? 
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