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MBA NewsLink: How can I spot Al-driven fraud? 

Sarah Frano: Detecting deepfakes can be challenging, but there are several techniques and tools that can 
help identify them, including visual and behavior analysis. Look for inconsistencies in blinking patterns, lip 
movements, reflections, shadows, skin texture and hair. Deepfakes often struggle to replicate natural 
blinking patterns and lip movements and may show overly smooth skin or inconsistencies in hair. 

There are also specialized software and tools designed to detect deepfakes. These tools analyze videos for 
subtle artifacts and inconsistencies that are hard for humans to spot. Advanced machine learning models can 
also be trained to detect deepfakes by identifying patterns and anomalies in the data. 

For a quick practical tip, perform a reverse image search to check if the image or video has been used 
elsewhere on the web. 

MBA NewsLink: How can people protect themselves from Al-driven fraud? 

Sarah Frano: To protect yourself from deepfake scams during the home buying and selling process, consider 
the following precautions, and tell those you work with to do the same. 

• Verify identities. Always verify the identity of the person you are dealing with through multiple
sources. Whenever possible, meet in person to confirm details and verify identities.

• Use trusted platforms. Conduct transactions through trusted escrow services and their secure
platforms. Be cautious of emails and content from unknown or unverified sources.

• Protect your title. Where available, always purchase a title insurance policy that covers fraud after
you purchase your home.

• Stay informed. Keep up to date with the latest fraud schemes and how to detect them. Educate
yourself and others about the signs of deepfakes and encourage a critical approach to consuming
digital content.

By combining these techniques and staying vigilant, you can improve your ability to detect deepfakes and 
reduce the risk of real estate fraud powered by Al. 

Originally published via Mortgage Bankers Association's (MBA) NewsLink Newsletter online on February 25, 2025. To read the full 
article, click here. 
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Exploring AI's Impact on Real Estate Security 

Artificial Intelligence (AI) is revolutionizing industries, and the real estate sector is no exception. As the use of AI applications continues 
to soar, so will the use of AI in cyber scams aimed at homebuyers. 

AI has been used in real estate for many years; however, it recently became a hot topic due to breakthroughs in generative AI 
technology, which is AI that can produce content. Generative AI has immense promise to streamline real estate transactions, but real 
estate leaders are adopting it slowly and cautiously. Let's explore the diverse range of applications for AI in real estate, examining both 
its potential benefits and possible security risks. 

How AI Can Enhance Real Estate Transactions 

Better Customer Service. AI chatbots can be used by real estate professionals for convenient, 24/7 customer support. 

Faster Insights. “What are the top neighborhoods in California for a first-time homebuyer?” AI can analyze this data in seconds to help 
you make smarter decisions. 

Dream Home Design. AI does not just produce text— it can draw architectural plans based on data, for example, to maximize sunlight 
in your kitchen. 

Smart Home Integrations. You may already regularly use AI if you have smart home devices. For example, smart security systems use 
AI to track movement and tell you whether it is a pet or a person at your front door. 
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How AI Can Pose Security Risks 

Deepfake Videos. Generative AI can turn a video of a cybercriminal into a video of your realtor, loan officer, or, even worse, a 
family member. These videos— called deepfakes— have been used to trick homebuyers and sellers into sending money straight 
into a cybercriminal’s hands. 

Voice Cloning. Similarly, generative AI can take a voice and mask it to sound like the voice of someone you know. You may first 
recognize this tactic from news stories where scammers masquerade as family members in need of bail. But, if buying a home, 
scammers may imitate your real estate professional, claiming something has gone wrong with your purchase and that they need 
money or your information to save the transaction. 

Misinformation. Just like we can use generative AI to design a dream home, cybercriminals can use it to alter property listing 
photos, duping real estate buyers into thinking a home is in a better condition than it is. 

Did you know? 

The United States Patent Office awarded First American two patents in 2021 for our applications of AI to property data analysis. 

Deepfake Scams 

An unknowing employee at a multinational firm recently transferred millions of dollars to cybercriminals because of a deepfake video. 
Deepfake videos may be new, but this scam is just another form of phishing. Read more about phishing at our Security and Privacy Center. 

More Cybercrime and Real Estate Trends 

With evolving cybercrime tactics and shifting real estate trends, staying ahead of digital threats is more important than ever. Equip 
yourself with the knowledge and skills to be Cyber Smart. 
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The following checklist is a resource for combating potential fraudulent sales. While you are not required to satisfy all items, 
you are expected to complete any and all due diligence necessary for you to verify you are working with the rightful owner. 

Initial Inquiries Upon Receipt of Contract 

Is the property unimproved or, if improved, not owner-unoccupied?  
Is the property unencumbered by a mortgage? 
How long has the current owner owned the property? 
Is Seller a US Citizen or Resident (e.g., U.S. Social Security Card Holder or Green Card Holder)? 
Where is Seller currently located? 
Did the contract come from a trusted referral, such as a known real estate agent or attorney? 
How did the real estate agent obtain the listing? For example, by phone call, email, or text? 
Does your referral personally know Seller? Have they met in-person? If so, how do they know each other and for 
how long? 
Does your referral personally know Seller? Have they met in-person? If so, how long have they known each other? 
If not personally known, how have they been communicating? Only by phone or email? 
Review Seller's emails for words, phrases, and grammar that indicate they may be a fraudster. 
Review Seller's emails for words, phrases, and grammar that indicate they may be a fraudster. Review First 
American Underwriting Communication NA-2023-2005 for more information. 
Is the sales price reasonable? 
Are you being asked to close quickly? 

Continued Due Diligence 

Obtain two separate valid forms of ID within three days of receipt of the contract. 
• Compare the IDs. Review photos and other information for inconsistencies.
• Conduct reverse image search.
• Visit https://www.emvlab.org/mrz as an additional resource to confirm passport data.

Upon receipt of IDs, conduct a video call with Seller. 
• Compare the photo IDs to the person on video.
• Look for anything unusual, such as the use of a still image or filter or a last-minute change to protocol.
• Ask general questions that Seller should know without hesitation or review of documents, such as:

o Seller's age and address
o Date of purchase and purchase price
o If improved, the approximate square footage or numbers of bedrooms; and
o Seller's contact information.

Send the Property Owner Notification Letter via overnight delivery (or international equivalent) to address on file 
with the property appraiser. Did you receive unsolicited confirmation of receipt? 
Conduct Internet research of Seller, including social media sites, to corroborate photos and other information.  
Do not use new contact information for Seller unless you receive satisfactory explanation for a change. 
Confirm the Seller's location on the day of closing. Does it match information previously received? 
Perform OFAC search for each Seller and any other name appearing on accounts from which closing funds are 
initiated and into which sales proceeds will be deposited. 
Validate Seller's cell phone: https://phonevalidator.com. 
Compare IP address on e-contract against Seller's purported location: https://www.whatismyipaddress.com. 
Consider engaging a third-party FIRPTA provider to add another layer of review. 

Learn More at firstam.com/agency 
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Know Your Seller: Unencumbered and Vacant Land Checklist 

Procedures for using a Notary - US Embassy or Consulate 

Participate in the scheduling of the appointment with the U.S. Embassy or Consulate. 
On the date of the signing, receive and review copies of executed and acknowledged documents and Seller's picture 
IDs from the U.S. Embassy or Consulate. 
Review the notarial certificate for obvious errors and confirm notary is not a known fraudulent notary. 
Contact the U.S. Embassy or Consulate to confirm that the official that notarized the documents is an employee 
authorized to perform the notarial act and that the seal is legitimate. 
Comply with all other First American requirements for foreign acknowledgments. 

Notary Public in Foreign Country 

Obtain the name and contact information of the proposed notary public. 
Make independent contact with the notary public by phone. 
Review a copy of the executed and acknowledged documents and photo IDs while Seller is with the notary public. If 
appropriate, require an Apostille. 
Upon receipt of the original documents, confirm the information on the notarial seal and certificate match the purported 
location of the Seller and the country from which the original documents are sent. 
Comply with all other First American requirements for foreign acknowledgments. 

RON - Remote Online Notarization 

Must be an approved RON "MISMO RON Certified Providers." – Visit: Certified eMortgage Technology Providers 
I MISMO 
If use of an approved RON is not possible, approval must be obtained in advance from Underwriting. Be prepared to 
provide sufficient due diligence evidencing valid identity of the signer. 
Either Agent or a trusted sourced who personally knows the signer, such as the real estate agent, must attend the RON 
session. If the attendee is someone other than the Agent, obtain Affidavit of Identity. 
Comply with all other First American and state-specific RON requirements. 

Validation of the Bank Account to be Funded 

If the account to be funded is an account within the U.S., use a third-party validation platform to confirm the name of the 
account and when it was opened. 
If the account to be funded is located outside of the U.S., confirm that it is located within the country in which Seller 
resides and the date on which it was opened. 
If the wire is rejected, do NOT reinitiate wire or contact any party. Contact your local Agency underwriters. 

Learn More at firstam.com/agency 
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